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1/ Turns out Donald Trump minted a thousand of his own nfts to his vault wallet

Keeping a giant portion of the most rare nfts in his collection for himself

The 2nd minted nft was a rare 1-of-1, the chances ... https://t.co/3AmOMQGQydp

2022-12-15 13:33:32 DT Admin_mint out B TrumpCards Minter 0 MATIC
2022-12-15 133228 DT Admin_mint OUT B TrumpCards Minter 0 MATIC * Donald Trump
admin wallet mints
2022-12-15 13:32:04 DT Admin_mint our B TrumpCards Minter 0 MATIC first 1000 nfts in
batches of 10 txs
2022-12-15 13:31:22 DT Admin_mint out 3 TrumpCards Minter 0MATIC
2022-12-15 13:30:34 DT Admin_mint ouT B TrumpCards Minter 0 MATIC
2022-12-15 13:30:12 DT Admin_mint out B TrumpCards Minter 0 MATIC nfts are minted
to his vault wallet
2022-12-15 13:29:34 DT Admin_mint out B TrumpCards Minter 0 MATIC
for free
2022-12-15 13:28:16 DT Admin_mint out B TrumpCards Minter 0 MATIC
2022-12-15 13:24:34 DT Admin_mint out B TrumpCards Minter 0 MATIC
2022-12-15 12:59:08 DT Admin_mint out B TrumpCards Minter 0 MATIC
2022-12-15 12:56:58 TrumpCards funder IN DT Admin_mint 2,000 MATIC
2022-12-15 12:16:12 TrumpCards funder IN DT Admin_mint 1 MATIC

2/ The vault wallet, a gnosis safe, was created on 2022-12-14. A day before the DT nft launch

On launch day a DT funding wallet sent matic to a DT admin wallet. Which then minted 1k nfts to the gnosis safe:
0xfb65415Ca83B69DA9LC56B4CIC2334fa402baCd7 https://t.co/QLvIcA5p6X

Address 0Oxabb71e26c5e084574c812102ca7114b6a896ab2 & ~

Name ProxyCreation (address proxy, address singleton) View Source
——

Topics 0 @x4f51faf6cd561ffI5fB67657e43439F0F856d97c@4dIec9078a6199ad418e235

* Donald Trump vault

Data I proxy . @xfb65415ca83b69dadbc56b4cIc2334fa402bacd7 I— wallet creation

singleton : @x3e5c636442683549855b9beB653de26e0bdcd36e



https://twitter.com/NFTherder
https://twitter.com/i/web/status/1604099659382784000
https://t.co/3m0MQGQydp
https://t.co/QLvIcA5p6X

0xd2f08aa7be39d40cad66c1a9d45243fg677e78 DT Admin_mint [}

Contract 0x1c732a9a09135896101df28acdaald97c97faBed4  TrumpCards Minter &0

I » Mint of g8 Trump Digita... (TRUMP) To Oxfb65415ca83b69dadbc56b4cBc2334fad02bacd? I

» 1 of Token 1D [1] |
+ 1 of Token 1D [2] Donald Trump
» 1 of Token 1D [3] GnosisSafe Wallet

» 1 of Token ID [4]

+ 1 of Token ID [5]

» 1 of Token ID [5] DT admin wallet mints 1000 of
+ 1 of Token ID 7] nfts in batches of 10 per tx

» 1 of Token ID [8]
SRR (@ Tokens Transferred:

Scroll for more ¥ (100 ERC-721 Transfers found)

» From Null Address: 0x00. . To DTGnosisSafePr . For ERC-721 TokenID [1] gl Trump Digita. (TRUMP)
» From Null Address: 0x00. . To DTGnosisSafePr . For ERC-721 TokenID [2] gl Trump Digita.. (TRUMP)
» From Null Address: 0x00  Tn DTGnosisSafePr  For FRC-721 TokenInN 131 88 Trumo Ninita (TRUMPY

3/ That Donald Trump wallet minted 47 of the 179 1/1 and 21 of the 70 autographed nfts. He owns 26% of 1/1s and 28%
of autographed

0.40% have a 1/1 trait and only 0.16% have an autograph trait. These are the most rare and valuable nfts in the
collection .. https://t.co/StjfIQprAy

e OpenSeq Q, search items, collections, a..

Trump Digital Trading Cards

Trump Digital Trading Card #2

Owned by FBE541

DT vault wallet

=]

*image source :
https:/lopensea.io/assets
Imatic/0x24a11e702cd90f
034ead4dfaf1e180c0c654a
c5d9/2

#72 @ 266 views

Here you can see the DT vault wallet holdings on OpenSeal.Jcom
m https://opensea.io/0xfb65415Ca83B69DA9bC56B4C9C2334fa402baCd7

AFAIK this was not communicated prior to the launch and each nft doubles as an entry for their sweepstakes

4/ Looking further we find that all metadata and artwork are centrally stored off-chain. Ppl that have access to the
domain/storage can change properties and artwork without being able to verify this on the blockchain
https://t.co/mEQlegMufl


https://t.co/StjfJQprAy
https://opensea.io/0xfb65415Ca83B69DA9bC56B4C9C2334fa402baCd7
https://t.co/mEQIegMuf1

22. tokenBaseURI All Donald Trump nft metadata
and artwork all centrally stored

https://cards.collecttrumpcards.com/datal string H
P P s off-chain

26, tokenURI “nz Nigital Trading fard #2°
s://cards. collecttrumpcards . com/cards/8d3c7686¢. jpg”,

tokenid (uint256)

2

Quel 1x
v "tokenId": 2

string

[ tokenURI method Response ]
» string © https:/icards. collecttrumpeards. com/data//2 json

5/ Been made aware that the site mentions only making 44k nfts available. However, it doesn't mention minting the
remaining 1000 to their own wallet and taking 26% of 1-of-1 rares and 28% of autographed rares

They could've simply reserved the remaining 1k https://t.co/lyFgkCEzHyV

How many different cards are there?

There is a maximum of 45,000 NFTs available to be minted during the
Sweepstakes Entry Period, including a maximum of 44,000 NFTs available for
purchase during the Sweepstakes Entry Period.

Extra outline on how they minted the first thousand Donald Trump nfts to the gnosis safe. * buyers had a strict limit of a
100 max nft per purchaser/household. https://t.co/akwFIMxWyG

3) Operator uses
Admint_mint
function to mint a
1000 DT nfts toa
gnosis safe

For ERC-721 TokeniD (1]
fePr. .. For ERC-721 TokeniD [2] i

4) The DT Admin_mint wallet is funded by the same funder wallet funded Operator wallet
g 2022:1215 125908 oTadmin_m o

2022.12-16 126658

2022:12415 121612

6/ The GnosisSafe is also receiving part of the royalties. So far it has received just over $631k usd in $eth

Approx. $24k usd has been wash traded using this collection. And the single biggest loss is -$4,281 on Trump Card
https://t.co/QVIiLTGCq2W


https://t.co/yFgkCEzHyV
https://t.co/akwFJMxWyG
https://twitter.com/hashtag/12585?src=hash
https://t.co/QViLTGCq2W

& Contract 0xb65415Ca83B69DADCS6B4CIC2334fad402baCd? @

Contract Overview

537.121728647610088692 MATIC

Balance:
MATIC Value: $420.32 (@ 50 20/MATIC)
Token: $631,909.04 (@D ~] B
Search for Token Name
» ERC-20 Tokens (3) -
€ Wrapped Ethe... (WETH) $631,909.04
522 46340172 WETH @1,209.48

Intarnal Tyn= 185 Tokar

Transarctinns
Coindesk wrote an article about the above and other concerns with this project. Quote and research included
https://www.coindesk.com/web3/2022/12/20/crypto-twitter-delves-into-strange-sloppy-side-of-trumps-nft-collection/


https://www.coindesk.com/web3/2022/12/20/crypto-twitter-delves-into-strange-sloppy-side-of-trumps-nft-collection/

